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(54) Distribution system, semiconductor i 



(57) A distribution server 103 distributes a content 
via a network, and a KIOSK terminal 105 receives the 
content via the network and records the content in an 
SD memory card 1 00. A customer device 1 1 1 receives 
a content via the SD memory card 1 00, checks out the 
content and records a copy on a recording medium. SD- 
Audio players 1 22 to 1 24 receive a copy of the content 

FIG. 1 



and play back the copy. Here, the KIOSK terminal 105 
records a Usage Rule that certifies the right to control 
recording of content on the SD memory card 1 00. Move 
Control Information showing the number of times that 
moving of rights is permitted is set in the Usage Rule. 
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Description 

BACKGROUND OF THE INVENTION 
5 Field of the invention 



S, T h 6 P c e , Sent inVenti ° n r6,ateS t0 3 distribution «*alized by a service for distributing copyrighted digital 

material such as Electronic Music Distribution (EMD) a semicondurtnr m/m™, " uu »"9 copyrrgntea digital 

ter-readab.e recording medium and a recehJ-m^H S6m,C0ndUct0r memory card, a receding apparatus, a compu- 
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ter-readable recording medium and a receiving method. 
Description of the Background Art 
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[0003] The purchasing device performs processing called check-out and check-in. Check-out refers to the process 
of recording copynghted material (a first-generation copy) onto a portable recording medium such is a serlicond^r 
memory card or a mini disc. The number of times check-out is performed by the purchastXtoe V n also be ifmtd 
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[0005] The-object-of the invention is to provide a distribution system that provides a high level of conveniPnr* fnr 

rhU s r; a r, e he p r c,in9 com when a device manages the - 

[0006] Current distribution systems pose various obstacles to user convenience. Such distribution systems include 
Ltionf PerSOna ' 38 38 d6ViCeS US6d 38 K,OSK te ™ als «"*•*•». ^s S lHd 

S . ' - '"f n dSViC ? r d 18 8 K ' OSK t6rmina '' ""WW*- materi *' Phased in the following way First the 
recorded Z h pr0m P ,S ,he " ser to P rovid « * PO^ble recording medium on which the copyrighted maJal isTo be 

button '1! !? ™ ' a " d th£ necessarv ""arge paid, the copyrighted material is downloaded from the distri- 
bution server and recorded onto the portable recording medium Usereof Kintx . .u . 
favorite music while shopping or on L way to work ! or ^ooT' ^ ■ cqui " their 
[0008] If copyrighted material is recorded onto a semiconductor memorv card hv a Kin^k- .. 
device other than the KIOSK terminal is no, ai.owed to check-in the cTp^ghU^ 

ductor memory card by the KIOSK terminal. The reason for this is as follows Were^k in t be nerforn^d h T" 

■fche^^T'n ma ' erial ° n WWCh CheCk " in had bee " P^ormedruldt checked om JSltT 
If check-m by another dev,ce and Check-out by the same device were to be repeated, a large number X gene^n 
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copies would be made, and copyright protection made ineffective. Thus, check-in by other devices is completely prohib- 
ited in order to prevent this kind of proliferation of first generation copies. 

[0009] As a result, a user who has purchased copyrighted material from a KIOSK terminal will not be able to enjoy 
the ability to perform check-out and check-in at home using a personal computer. The fact that a user who has paid the 
s required charge is not able to perform check-out and check-in shows a lack of consideration of the user and may reduce 
their desire to use KIOSK terminals. 

[0010] In order to overcome the above problems and achieve the above object, the inventors of the present inven- 
tion suggest that a Usage Rule, showing the right to manage the recording of copies of copyrighted material, be moved. 
In the Secure Digital Music Initiative (SDMI), this Usage Rule is called Digital Rights Management Information (DRMI). 

io Management of the number of copy generations and number of times copies can be made during check-out and copy- 
ing is performed based on this Usage Rule. A distribution system that moves the Usage Rule, thereby achieving the 
above object, includes a distribution server for distributing a content via a network, and first and second receiving appa- 
ratuses for receiving the content via the network, and records a copy of the content onto a recording medium in order 
to supply the content to a playback apparatus. Here, the first receiving apparatus may include a first receiving unit and 

id a recording unit. The first receiving unit receives, via the network, a data set including the content and control informa- 
tion controlling copying of the content onto the recording medium, and holds the received data set The recording unit 
generates authorization information showing whether moving the data set to another receiving apparatus is permitted. 
Then the recording unit records the content onto a distribution medium together with corresponding usage rule informa- 
tion including (1 ) the authorization information, and (2) the control information included in the data set. Here, the second 

so receiving apparatus may include a second receiving unit, a data set moving unit, and a check-out unit. The second 
receiving unit receives the data set from the distribution server via the network, and holds the received data set. The 
data set moving unit reads authorization information from the distribution medium, and only when the read authorization 
information shows that moving the data set is permitted, (a) moves the data set from the distribution medium to the 
inside of the second receiving apparatus, and (b) holds the data set. The check-out unit performs check-out -when the 

25 data set is held by one of the second receiving unit and the data set moving unit. Check-out is performed based on the 
control information in the held data set by generating a copy of the content included in the held data set and recording 
the copy onto the recording medium, the copy recorded onto the recording medium being supplied to the playback 
apparatus. 

[0011] A single device moves a content and a corresponding Usage Rule to two receiving devices, so that control 

30 of recording of a content and corresponding Usage Rule recorded onto a semiconductor memory card by a first receiv- 
ing apparatus (in the above example the KIOSK terminal) can be performed by a second receiving apparatus (here, a 
personal computer). Recording of copies of copyrighted materials recorded by the KIOSK terminal can be performed 
by the personal computer, so a user who has paid the appropriate charge to purchase a copyrighted material from the 
KIOSK terminal can perform check-out and check-in of the copyrighted material on their own personal computer. 

35 [0012] Here, the control information may indicate a number of remaining check-outs. The check-out unit may 
include a connecting unit for connecting to a recording medium, and recording a copy of the content included in the data 
set held by the data set moving unit onto the recording medium when a copy of the held content is not already recorded 
on the connected recording medium, and the number of remaining check-outs shown by the control information held by 
one of the second receiving unit and the data set moving unit is at least one. Furthermore, the second receiving appa- 

<o ratus may include a check-in unit and an updating unit. When a copy of the content is already recorded on the con- 
nected recording medium, the check-in unit deletes the copy of the content recorded on the connected-recording 
medium. The updating unit updates the control information by decrementing the number of remaining check-outs when 
a copy of the held content is newly recorded on the recording medium, and incrementing the number of remaining 
check-outs when the copy of the held content is deleted from the recording medium. In this distribution system, check- 

45 out performed by the second receiving apparatus can only be performed for the number of times shown by the control 
information, so that check-out cannot be performed beyond the limit set by the copyright owner. This ensures that the 
profits of the copyright owner will not be unfairly reduced. 

[0013] Here, the recording medium may have an assigned unique identifier. The check-out unit may include an allo- 
cation unit and a storage unit. The allocation unit allocates a unique identifier to the held content. The unique identifier 

50 is recorded onto the recording medium with the content when check-out is performed. The storage unit reads the 
unique identifier for the recording medium connected to the connecting unit from the recording medium, and stores the 
read recording medium identifier as a pair with the allocated content identifier. Furthermore, the check-in unit may 
include a read unit, a comparing unit, and a holding unit. When a copy of the content has already been recorded on a 
recording medium connected to the connecting unit, the read unit reads the unique identifiers for the connected record- 

55 ing medium and the content. The comparing unit compares the pair of identifiers read by the read unit with the pair of 
identifiers stored by the storage unit to determine whether the copy recorded on the connected recording medium was 
previously produced by the second recording apparatus. When the copy was previously produced by the second 
recording apparatus, the holding unit reads the copy from the connected recording medium, holds the read copy, and 
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then deletes the copy from the recording medium. When the second receiving apparatus in this distribution system per- 
forms check-.n, it determines whether the copy to be checked-in is one that was previously checked out by itself bv 
comparing two pairs of identifiers, each including a recording medium identifier and content identifier The second 
recording-apparatus only performs check-in if the copy has been previously checked out by itself, so there is no danqer 
5 of the pr.nc.ple that 'a device should not check-in a copy that has been checked out by another device' being ignored. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] These and other objects, advantages and features of the invention will become apparent from the following 
10 description thereof taken -.^conjunction with the accompanying drawings which illustrate a specific embodiment of the 
invention. In the drawings: 

Fig. 1 shows a data structure of a copyrighted material; 

15 Fig. 2A shows a situation (1) in which a copyrighted material is recorded onto a recording medium without an 

accompanying encryption key and Usage Rule information; 

Fig 2B shows a situation (2) in which a copyrighted material is recorded onto a recording medium without Usage 
Rule information; a 

Fig. 2C shows a situation (3) in which a copyrighted material is recorded onto a recording medium together with 
Usage Rule information; 



20 



25 



30 
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45 
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Fig. 3 A shows an external view of an SD memory card; 

Fig. 3B shows a hierarchical structure of an SD memory card 100; 

Fig. 3C shows a physical structure of the SD memory card 100; 

Fig 4A shows a situation in which an incompatible device is connected to the SD memory card 100 whose pro- 
tected area stores only an encryption key; 

Fig. 4B shows a situation in which a compatible device is connected to the SD memory card 100 whose protected 
area stores only an encryption key; H 

Fig. 4C shows a situation in which a compatible device is connected to the SD memory card 100 whose protected 
date transfer " enCrYPti ° n key and a UsaQe Rule ' the Usa9e Ru,e includin 9 Move Co ™°l Information authorizing 

Fig. 4D shows a situation in which a compatible device is connected to the SD memory card 1 00 whose protected 
area stores an encryption key and a Usage Rule, the permitted number of moves included in the Usage Rule being 

F.g. 5 shows a situation where a KIOSK terminal is installed in a station or store; 

Fig. BA shows a situation in which encrypted data forming the copyrighted material, plain text data, an encryption 
key, and a Usage Rule are written into the SD memory card 1 00 by a digital terminal 109 that is a mobile phone; 

Fig. 6B shows a situation in which encrypted data, plain text data, an encryption key, and a Usage Rule forminq the 
copyrighted material are written into the SD memory card 1 00 by a digital terminal 1 1 0 that is an STB; 

Fig. 7A shows a variety of customer devices; 
Fig. 7B shows a variety of SD-Audio players; 

Fig 8A shows a server computer 103 and customer devices belonging to a plurality of users (personal computers 
m to 116) connected to a network; 
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Figs. 8B and 8C show a situation in which the personal computer 111 performs check-out and check-in three times; 

Fig. 9 shows a distribution server included in a track distribution system related to the embodiments, a plurality of 
devices, and a playback apparatus; 

5 

Fig. 10 shows a data structure of title and package for copyrighted data when distribution is performed; 
Fig. 11 shows a hierarchical data structure of a Defau ft Offer; 
w Fig. 1 2 shows files and directories formed to record a data set for a copyrighted material; 
Fig. 13 shows a hierarchical structure of an AOB file; 

Fig. 14 shows playback contents when each AOB and AOB block recorded in an AOB file is played back in 
is sequence; 

Fig. 15 shows eight AOB. files stored in a title (music album) shown in Rg. 14; 
Fig. 16A shows a detailed hierarchical structure of a Track Manager; 

20 

Fig. 1 6B shows a detailed structure of a TKGI; 

Fig. 1 7 shows the mutual relationship between TKIs and the AOB files and AOBs shown in Fig. 14; , 
25 Figs. 1 8 A and 1 8B show the setting of TKIs when two tracks are combined into one; 
Figs. 1 9A and 1 9B envisage a situation when one track is divided into two; 
Fig. 20 shows clusters 007 to OOE stored in an AOB formed from AOB_ELEMENTs #1 to #4; 

30 

Fig. 21 shows an example TKI_POB_SRP settings for tracks TK#1 to TK#4 included in the Track Manager; 
Fig. 22 shows the mutual relationship between Default_P lay list information, TK1s, and AOB files; 
35 Figs. 23A and 23B envisage a situation in which track order is changed; 
Fig. 24 shows the internal structure of 'STKI*".SDT; 

Fig. 25 shows correspondences between AOB#1, AOB#2, AOB#3, POB001.SA1, and POB002.SA1 included in a 
40 directory SD_AUDIO, and STKI001.SDT, STKI002.SDT, and STKI003.SDT included in a directory SD_ADEXT; 

Fig. 26 shows a structure of AOBS A 1 .URM; 

Fig. 27 shows correspondences between AOBSA1.KEY, AOBS A 1. URM, and AOB files, when the SD_AUDIO 
45 directory contains eight files, eight corresponding encryption keys are recorded in AOBSA1 .KEY, and eight corre- 

sponding usage rule entries are recorded in AOBSA1.URM; 

Figs. 28A and 28B show correspondences between AOBSA1 .KEY, AOBSA1 .URM, and AOB files; 

so Fig. 29 shows an internal structure of a Title Key Entry; 

Figs. 30A and 30B envisage a case in which all audio objects in a user data area of the SD memory card 100 are 
moved to the customer device; 

55 Figs. 31 A and 31 B show the files arranged in the user data area of the SD memory card 1 00 when only three of the 
eight audio objects in the user data area are moved; 

Fig. 32 shows how AOB files, POB files, and STKI files are moved from the SD memory card 100 to local storage; 



SDOCID: <EP 108161 6A2_1_> 



10 



20 



EP 1 081 616 A2 

Fig. 33 shows a structure of a digital terminal; 

Fig. 34A shows a structure of a customer device; 

Fig. 34B shows a structure of SD- Audio players 1 22 to 1 24; 

Fig. 35 shows an internal structure of a secure processing unit 26 in a digital terminal; 
Fig. 36 shows an internal structure of a secure processing unit 38 in a customer device; 
Fig. 37 is a flowchart showing the procedure performed by a sales service control unit 27; 
Fig. 38 is a flowchart showing the procedure performed by a sales service control unit 27; 
Figs. 39 to 41 are flowcharts showing the procedure performed by a library control unit 37; 
Fig. 42 shows a directory structure of a protected area and user data area related to a second embodiment; 
Fig. 43 shows a data structure of Extended Title Key Entry included in P_AOBSA1 .KEY; 
Rg. 44 is a flowchart showing the content of processing performed by the library control unit 37 when i 



and J i WM M, y ^" u,mcu U Y "its iiorary coniroi unit 37 when previewing; 

Ra 45 shows a situation in which a copyrighted material is moved the permitted number of moves, when the per- 
25 mitted number of moves is set at six. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

30 le°rlO sta n^ 0 'l° Tin TT^l * dis,ribu,ion •V*"" In accordance with the SDMI, SD-Audio 

sJl l;l^ v , Vert. 1 standard. Note that devices compiiant with the SDMI, the SD-Audio VeM.O 

oMhes. ' 111 J f Zm*" kn ° Wn 38 com P atible devices - ™* ^vices not compliant with any one 

of these standards as .ncompatible devices. The SD-Audio Verl.O standard enables copyrighted material to be 

? re r: din9 r dium so ,hat speciai piayback and emn ° oi ™ be "> 

Audio Ver1 .1 standard enables copyrighted material to be moved and previewed 

35 .mrT 9 ' ' ^T/. ^ °' 3 copyri 9 h,ed ma,erial - Tne copyrighted material shown in the drawing is 

formed from encrypted data, plain text data, an encryption key used to encrypt the data, and a Usage Rule for mann- 
ing, recording of the copyrighted material. Examples of encrypted data are MPEG-AAC (Moving Picture Expels Grcup- 
Advanced Audio Coding) data, and JPEG (Join, Photographic Experts Group) still picture data^nd an exampte of plah 

« Z .tin! pT 9 ?h da,a COn ' roMin 9 the Ruction of MPEG stream data and JPEG still picture data. Furthermore, 
the Usage Rule includes checkout authorization information showing the number of times that check-out is permitted 
Move Control nformation showing the number of times that movement of the copyrighted material is permitted and 

r- A,,er ? ive s * uations occurrin9 when the *•» se < ,o ™ n ° w ^jl^zzs 

onto a recording medium are shown in Figs. 2A to 2C. 

« fhTJLe Rut 2 ,C t h h ° WS t " T "T, n i' ' ^ Wh ' Ch °° pvri 9 hted material is rec °«^ o" the recording medium without 
« the Usage Rule. In the situation (1 ), the encryption key is not present, so the encrypted data cannot be decrypted mak- 
ing it impossible to play back the copyrighted material. "ecrypieu, max 

thf!? T 9 / 2 ? Sh ° WS 3 SitUati ° n <2) in WhiCh ' he ^WW** material is recorded on the recording medium without 

oositr, ; le ';r: a T <?• ,he encryp,ion key and * e encrypted data ™ » «• 

o ori^n, VL h! " 9 ,° P 7 , 6 COpvrishted ma,erial - H ° wever . *. Usage Rule for managing recording is not 
* present, so the encryption key and encrypted data of this copyrighted material cannot be recorded onto another record- 
ing medium. Note that ,n this specification the encrypted data and encryption key pairing that make up the body of the 
copyrighted mate nal are also referred to as a content. When the encryption key and encrypted data are recorded on^a 
recording medium, this status is referred to as 'playback rights recorded'. raoraea on a 

[0019] Rg. 2C shows a situation (3), in which a copyrighted material including a Usage Rule is recorded on a 
» recording medium^ The rights for managing recording of the copyrighted material exist both on the recording medium 
and in a connected device. In situation (3), the situation shown in Fig. 2B can be created on another recording med urn 
by performing check-out. check-in and the like on copyrighted materials, in addition to playback 
[0020] Next, a distribution medium that can store copyrighted materials securely is explained. In the embodiments 
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an example of such a distribution medium is a semiconductor memory card (hereafter referred to as a Secure Digital 
(SD) memory card). An SD memory card 1 00 shown in Fig. 2C has the external structure shown in Fig. 3A, being 32.0 
mm long. 24.0 mm wide and 2.1 mm thick: about the size of a postage stamp, and small enough for a user to hold on 
the tip ot one finger. The SD memory card 100 has nine connectors for connecting to a device, and a write protect 

5 switch 1 01 on one side,.which can be set by the user to permit or prohibit overwriting of recorded data. 

[0021 ] Fig 3B shows a hierarchical structure of the SD memory card 1 00. As shown in the diagram, the hierarchical 
structure of the SD memory.card 100 is formed from a physical layer that securely stores the data set forming the cop- 
yrighted matenal. a tile system layer that is accessed based on a File Allocation Table (FAT, ISO/I EC 9293), with a clus- 
ter being the smallest unrt of access, and an application layer storing encrypted data, an encryption key, plain text and 

io a Usage Rule forming the copyrighted material. 

[0022] Fig 3C snows the structure of the physical layer of the SD memory card 100. In the drawing, the physical 
layer of the SD memory card 100 includes a system area 1, a hidden area 2, a protected area 3, AKE processing units 
4 and 5, a Ks decrypting unit 6. a Ks encrypting unit 7, and a user data area 8. 

[0023] The system area i is a read-only area storing a media key block (MKB) and a media ID. The MKB and media 
15 ID stored in this aree cannot be overwritten. Suppose that the SD memory card 100 is connected to a device, and the 
MKB and medio ID read by mot device. If the connected device correctly performs a specified calculation using a device 
key Kd held internal^, it can obtain a correct encryption key Kmu. 

[0024] The hidden area 2 stores the encryption key Kmu having the correct value, in other words the encryption key 
Kmu that should be obtained if the connected device performs correct calculation using the correct device key Kd. 

20 [0025] The protected area 3 stores an encryption key and a Usage Rule. 

[0026] The AKF (autnentcation and key exchange) processing units 4 and 5 perform mutual authentication 
between a connected oev»ce and the SD memory card 100 using the challenge-response method, verify the authentic- 
ity of the opposing device, and it tie opposing device is invalid, stop processing. If the opposing device is valid, however, 
an encryption key (session ke/ Ks) is shared by the device and the SD memory card 100. Authentication performed by 

25 the device connected to me SD memory card 100 has three phases. First, in a first challenge phase, the device gener- 
ates a random number, encrypts me random number using the encryption key Kmu, and transmits the encrypted ran- 
dom number to the SD memory cam 1 00 as a challenge value A. Then, in a first response phase, the SD memory card 
100 uses the encryptior key Kmu stored internally to decrypt the challenge value A, and transmits the decrypted value 
to the connected device as a response value B. Following this, in a first verify phase, the connected device decrypts the 

30 challenge-value A held internally using its encryption key-Kmu, and compares the decrypted value with the response 
value B transmitted from the SD memory card 1 00. 

[0027] Authentication pertormeo by the SD memory card 100 also has three phases. First, in a second challenge 
phase, the SD memory card 100 generates a random number, encrypts the random number using the encryption key 
Kmu, and transmits the encrypted random number to the connected device as a challenge value C. Then, in a second 
35 response phase, the connected oevice uses the encryption key Kmu stored internally to decrypt the challenge value C, 
and transmits the decrypted value to the SD memory card 1 00 as a response value D. Following this, in a second verify 
phase, the SD memory card 100 decrypts the challenge value C held internally using its encryption key Kmu, and com- 
pares the decrypted vaUe with the response value D transmitted from the connected device. 

[0028] If the connected Oevce uses an improper encryption key Kmu to perform mutual authentication, challenge 
40 value A and response value B m (tie first verify phase and challenge value C and response value D in the second verify 
phase will-be-judged-to be- ncm -matching values, and mutual authentication will be stopped. If the authenticity of the 
opposing devices is verified, however, the AKE processing units 4 and 5 calculate an exclusive OR of challenge value 
A and challenge value C and obtain the session key Ks by decrypting the exclusive OR using the encryption key Kmu. 
[0029] The Ks decrypting unt 6 uses the session key Ks to decrypt an encryption key and Usage Rule which has 
45 already been encrypted by eesston key Ks and output from the connected device. The encryption key and Usage Rule 
obtained by this decryption are written mto the protected area 3. 

[0030] The Ks encrypting un t 7 receives a command from another device connected to the SD memory card 100 
instructing it to read the enrryot»on key and the Usage Rule, encrypts the encryption key and the Usage Rule stored in 
the protected area 3 using the session key Ks. and then outputs the encrypted encryption key and the Usage Rule to 

so the device that issued the commano. 

[0031 ] The user data area 8 can be accessed by a connected device regardless of whether that the authenticity of 
that device has been verified, and stores encrypted data and plain text data. If the encryption key read from the pro- 
tected area 3 has a correct valje. the encrypted data stored in the user data area 8 can be correctly decrypted. Reading 
of data from the protected area 3 is performed together with decryption performed by the Ks decrypting unit 6 and 

55 encryption performed by the Ks encrypting unit 7. Therefore, the protected area 3 can usually only be accessed by a 
connected device when that device nas successfully performed AKE processing. 

[0032] The following is an explanation of data obtained by a device connected to the SD memory card 100, the SD 
memory card 100 having a data set that constitutes a copyrighted material. 
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[0033] Fig. 4A shows a first example, in which an incompatible device is connected to the SD memory card 100 
whose protected are 3 stores only an encryption key. In this case, the encrypted data and plain text data stored in the 
--user data area 8 can be read, but, since the protected area 3 cannot be accessed, the encryption key cannot be 
obtained. This situation is identical to situation (1 ). Even though the device is connected to the SD memory card 1 00 it 

5 cannot obtain playback rights and so the copyrighted material cannot be reproduced: 

[0034] In a second example shown in Fig. 4B, a compatible device is connected to the SD memory card 1 00 whose 
protected area 3 stores only an encryption key. This device can read the encryption key stored in the protected'area 3 
together with the encrypted_data_and plain text data.stored in the user data area 8. This means that the compatible 
device can obtain playback rights, and play back the copyrighted material. However, a Usage Rule is not stored in the 

w protected area 3, so the device cannot read a Usage Rule from the SD memory card 100 and is unable to obtain the 
right to manage recording of the copyrighted material. 

[0035] In a third example shown in Fig. 4C, a compatible device is connected to the memory card 1 00 whose pro- 
tected area 3 stores a Usage Rule and an encryption key. The Usage Rule includes Move Control Information showing 
that one move is permitted, so the connected device can read a copyrighted material corresponding to the Usage Rule 
is from the SD memory card 1 00 and store it on an internalized recording medium. When the Usage Rule is recorded on 
the internalized recording medium in the device, the copyrighted material exists both on the internal recording medium 
and on the SD memory card 100 and rights also exist in duplicate, so the connected device performs processing to 
delete the copyrighted material from the SD memory card 100. This deletion completes the transfer of both manage- 
ment rights and the copyrighted material from the SD memory card 1 00 to the connected device. 
[0036] In a fourth example shown in Fig. 4D, a compatible device is connected to the SD memory card 100 whose 
protected area 3 stores a Usage Rule and an encryption key. The Usage Rule includes Move Control Information show- 
ing that the number of permitted moves is O, so the Usage Rule cannot be moved, and the connected device cannot 
obtain management rights. In this case, the copyrighted material on the SD memory card 100 is treated as a 'master 1 
When the permitted number of moves is 0, this indicates that the permitted number of moves was originally 1 or more 
but that the copyrighted material has been moved to a device one or more times, and the number of permitted moves 
decremented, until it has reached 0. 

[0037] This completes the explanation of the structure of the SD memory card 1 00. Next, a device used in EMD is 
explained. Such devices may be divided into four types: distribution servers, digital terminals (first receiving appara- 
tuses), customer devices (second receiving apparatuses) and SD-Audio players (playback apparatuses) 122 to 124 
These types of device are explained in turn. A representative distribution server and digital terminals for this embodi- 
ment are shown in Figs. 5 and 6, representative customer devices are shown in Fig. 7A, and representative playback 
apparatuses are shown in Fig. 7B. 

[0038] A distribution server 1 03 in Fig. 5 stores a data set formed from a plurality of copyrighted materials If the 
purchase of any one of the copyrighted materials is requested by a digital terminal or customer device the requested 
35 copyrighted material is transmitted to the relevant digital terminal or customer device via a network 

[0039] Digital terminals 104 to 1 10 in Figs. 5, 6A, and 6B are examples of a compatible device'that obtains a data 
set forming a copyrighted material by transfer via a network from the distribution server 103, which is operated by a 
record company. The network may be a wired network such as ISDN (Integrated Services Digital Network) or PSTN 
(Public Switched Telephone Network), a satellite broadcast line, or one of the various types of wireless networks such 
as a cellular system. The digital terminals 104 to 110 can be divided into KIOSK terminals 104 to 108 which are 
installed in stations, airports, music stores, convenience stores and the like, a mobile phone 1 09 that communicates via 
a wireless cellular system, and a set top box (STB) 1 1 0 used for receiving satellite broadcasts. Fig. 5 shows a situation 
in which KIOSK terminals 104 to 108 are installed in stations or stores. Fig. 6A shows a situation in which a data set 
forming a copyrighted material is written onto the SD memory card 100 by a digital terminal, in this case the mobile 
phone 1 09. Fig. 6B shows a situation in which a data set forming a copyrighted material is written onto the SD memory 
card 1 00 by a digital terminal, in this case the STB 1 1 0. KIOSK terminals 1 04 to 1 08 are connected to the distribution 
server 103 using a dedicated fiber-optic line, and obtain the data set via this dedicated line. The mobile phone 109 
obtains the data set via a wireless base station and telephone exchange, and the STB 1 10 obtains it via a communica- 
tions satellite and a fiber-optic line. 

[0040] The digital terminals shown in the drawings access the distribution server 103 to present a plurality of cop- 
yrighted materials stored on a recording medium in the distribution server 1 03 to a user, and receive a purchase request 
for one of the copyrighted materials from the user. Once a purchase request for one of the copyrighted materials has 
been made by the user, a signal requesting transmission of the data set forming this copyrighted material is transmitted 
to the distribution server 103. The digital terminal receives the transmitted data set forming the copyrighted material 
from the distribution server 103, and saves it, before recording it on the SD memory card 1 00. 

[0041] Customer devices 1 1 1 to 121 have an internalized recording medium known as local storage and manage 
a home music library formed from copyrighted materials obtained via a network route and an SD memory 'route (a route 
that obtains copyrighted materials via the SD memory card 1 00), as well as performing playback and check-out of cop- 
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yrighted materials recorded on the SD memory card 100 or local storage. Fig. 7A shows various types of customer 
devices, for example personal computers (1 11 to 1 1 6) and audio systems (1 17 to 121), and Fig. 7B shows various types 
of SD- Audio players used to play back contents. All of the devices shown in Fig. 7A have internalized local storage and 
manage a home music library. Local storage includes a protected area and user data area, and is a recording medium 

5 mat securely stores data sets formed of copyrighted materials, as shown in the examples of Fig. 4. The following is an 
explanation of the functions performed by such consumer devices, taking a personal computer as an example. 
[0042J First, the method by which customer devices obtain copyrighted materials using the network route is 
explained. Fig. 8A shows the distribution server 103, and customer devices belonging to a plurality of users (personal 
computers in to 1 16), all connected to a network. Customer device ill, like a digital terminal, can access the distri- 

w DLtion server 103 via the network, and obtain one or more of a plurality of copyrighted materials, accumulating the 
ot-ianed copyrighted materials in local storage. 

[0043] A home music library can be constructed in local storage by repeatedly obtaining copyrighted materials via 
the network, and check-out and check-in of each copyrighted material can be managed based on the corresponding 
Usage Flute Tigs. 80 and 8C show a situation in which the customer device 111 can perform check-out and check-in 

i5 up to tmee times In other words, the Usage Rule shows that check-out is permitted, and if an upper limit is set on the 
OLrrocr of check out3. check-out can be performed until this limit is reached. This process is performed as follows. The 
SD memory cord 1 00 is connected to the customer device 111, and if a check-out instruction is issued, encrypted data 
ard piam text data are written into the user data area 8 on the SD memory card 100. An encryption key corresponding 
to the ccpyrtgnteo material is also written into the protected area 3. Then a number of check-outs is decremented. If the 

20 data set fomirg r>e copyrighted material is recorded onto three SD memory cards 100, thereby causing the number of 
crert outs to rw? decremented to 0, the customer device 111 sets the encryption key, encrypted data, and plain text 
data sto'ed m local storage in a state that does not permit check-out, as shown in Fig. 8C. 

[0044] Here, oertormrng check-out enables a data set forming a copyrighted material to be recorded on the SD 
mem Dry card IOC. thereby enabling a compatible device to play back the copyrighted material when connected to.the 

25 SD memory card 1 00. tut not to copy it to another recording medium. The reason for this is that the compatible device 
does no: have a Usage Rule, and so cannot read the encryption key from the SD memory card 1 00 and record it onto 
its own interna teed recording medium or another recording medium. If an incompatible device attempts to read and 
record a data set from ne SD memory card 100, such a device cannot access the protected area 3 (see Fig. 4A), and 
sc ts unable to obtain the encryption key and the Usage Rule. Therefore, in actual fact, the copyrighted material 

ao recorded on the SD memory card 1 00 cannot be recorded onto another recording medium without the Usage-Rule. This 
means tnat a first generation copy from the customer device onto the SD memory card 100 is permitted, but a second 
gencation copy from the SD memory card 1 00 onto another recording medium is not permitted. By preventing second 
gene-ation copies, unlimited copying is prohibited. 

[0045] Next, the method by which customer devices obtain copyrighted material via the SD memory card route is 

35 explained. Fig. 9 shows a distribution server 1 03 included in a track distribution system relating to this embodiment, and 
a plurality of devices and playback apparatuses, when the customer device 1 1 1 obtains the copyrighted material via the 
SD memory card route. Processing performed by the SD memory card 100 to obtain the copyrighted materials is as 
follows. When, as shown by arrow mvl , the Usage Rule of the copyrighted material stored on the SD memory card 100 
includes Move Control Information showing that at least one move is permitted, the customer device 1 1 1 reads the data 

40 set forming the copyrighted material from the SD memory card 100 as shown by the arrow mv2, and records the read 
copyrighted material in internalized local storage. Following this, the data set forming the copyrighted material is deleted 
from the SD memory card 100. By fetching the copyrighted material from the SD memory card 100 and then deleting 
it. the same conditions are created within the customer device 1 1 1 as when the copyrighted material was Obtained by 
the network route. After this, the customer device can perform check-out based on information in the Usage Rule. On 

45 the other hand, if the Usage Rule of the copyrighted material recorded on the SD memory card 100 as shown by the 
arrow mv3 includes Move Control Information showing that moves can be performed 0 times, the customer device 111 
cannot read the data set forming the copyrighted material from the SD memory card 1 00. The SD memory card 1 00 
can be inserted directly into SD-Audio players 122, 123 or 124 bypassing the customer device, as shown by the arrow 
msl . and played back. Copyrighted materials whose Usage Rules cannot be moved may be sold at a lower price. 

so [0046] When the permitted number of moves in the Move Control Information has been set at 1 by the distribution 
server 103 in Fig. 9. the Usage Rule is moved between recording media with the permitted number of moves in the 
Move Control Information being reduced in the following way. 
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Network > SD Memory Card 

Permitted Number Permitted Number 

of -Moves - 1 Of Moves = 0 



[0047] When the permitted number of moves in the Move Control Information has been set at 2 by the distribution 
server 103, the Usage Rule is moved between recording media with the permitted number of moves in the Move Control 
Information being-reduced in the following way. 

Network — .-> SD Memory Card > Local Storage 

Permitted Number Permitted Number Permitted Number 

of Moves = 2 of Moves - 1 of Moves = 0 



[0048] When a customer device obtains, via a network, a Usage Rule with a permitted number of moves set at 2 by 
25 the distribution server 103, the Usage Rule is moved between recording media (SD memory card 100, local storage 1 ) 
with the permitted number of moves in the Move Control Information being reduced in the following way. 
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Permitted Number Permitted Number Permitted Number 

of Moves = 2 of Moves = 1 of Moves = 0 



40 [0049] When a Usage Rule is obtained via a network with the number of permitted moves set at 3, the Usage Rule 
can be moved from the customer device to other local storage. Copyrighted material can be moved via the SD memory 
card 100, but note that moving copyrighted material directly from one local storage location to another is not permitted. 
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[0050] SD-Audio players 122 to 124 perform check-out to play back, using an encryption key, encrypted data 
recorded on a portable recording medium. SD-Audio player 122 is a set of headphones, SD-Audio player 123 is a port- 
able device, and SD-Audio player 124 is a wristband device. Users can use such devices to play back the encrypted 
5 data on the way to work or school. In one example in Fig. 9, if a data set forming a copyrighted material is moved to the 
customer device 1 1 1 , the customer device 1 1 1 checks out the encrypted data and encryption key based on the details 
written in the Usage Rule, to, for example, three portable recording media. If the encrypted data and encryption key is 
checked out to three portable recording media in this way, the SD-Audio players 122 to 124 can reproduce the data that 
has been checked out. 

to [0051] This completes the explanation of the devices used in EMD. Next, the data set forming the copyrighted mate- 
rial-will.be.explained in detail. First, the format in which copyrighted materials are transferred from the distribution server 
103 to a digital terminal, in other words the data structure of the copyrighted material at distribution, is explained. Cop- 
yrighted materials in units such as songs are distributed in units called packages, and collections of copyrighted mate- 
rials such as music albums in units called titles. The data structure of packages and titles is explained with reference to 

15 the example shown in Fig. 1 0. In the drawing, a title is formed from one or more packages #1 to #N. Each package is a 
distributable file, and includes a header, a Navigation Structure, a plurality of Content Elements (CEL#1 , #2, #3 and so 
on) and a Default Offer. 

[0052] The Navigation Structure is data showing the playback control procedure, indicating how each Content Ele- 
ment is to be played back. In the example in Fig. 1 0, the Navigation Structure indicates that the picture object of CEL#3 

20 is to be displayed when CEL#1 is played back. 

[0053] Content Elements (CELs) are information elements which form the copyrighted material, allocated in terms 
of media type. In this case the copyrighted material is a song, and includes audio, a promotion picture that is to be dis- 
played when the song is played back and the like. A package stores such data as different CELs according to media 
type. The third level in Fig. 10 shows example CELs. CEL#1 is MPEG-AAC stream data obtained by encoding.the 

25 sound of a certain song, CEL#2 is a time search table showing data intervals in the MPEG-AAC stream of CEL#1 when 
that stream is accessed at two-second intervals, and CEL#3 is JPEG still picture data to be displayed as a background 
image when CEL#1 is played back. Thus, it can be seen that information for each media type relating to a song is stored 
as an individual CEL inside a package. Of this data, the AAC stream data and the still picture data are encrypted to 
obtain copyright protection, and stored in the package as encrypted data. 

30 [0054] . The 'Default Offer* is information showing commercial requirements to be applied when the copyrighted 
material is sold, and includes a retail price and an encryption key for decrypting encrypted data included in the copy- 
righted material. 

[0055] Fig. 1 1 shows the hierarchical data structure of the Default Offer. In the drawing, the Default Offer includes 
an 'Offer Header*, a 'CEL Keychain', and a 'Digital Right Management* (DRM), which is a Usage Rule indicating the 
35 rights to control recording of the copyrighted material. The internal structure of the CEL Keychain is shown within the 
broken lines Df1 , and includes a CEL Keychain Header (CKH), an attribute for the CEL Keychain CK_ATR, and CEL 
Keys (CKs) #1 , #2, #3, #4 to #n, each used to decrypt CELs included in a same package. 

[0056] The internal structure of the DRM is shown within the broken lines Df2. The DRM includes 'Move Control 
Information' (MVCNTI), 'Check-Out Control Information" (COCNTI), 'Permitted Playback Count' (PB_COUNT), andcon- 
40 tents distributer IDs "PDDRM_FR_ID1 ' to 'PDDRM_FR_ID4\ Move Control Information indicates whether a move from 
the SD memory card 100 to local storage is permitted when the copyrighted material is already recorded on the SD 
memory card 1 00. The Check-Out Control Information indicates the number of times check-out by the customer device 
is permitted when the copyrighted material is moved to local storage. 

[0057] The Permitted Playback Count indicates the conditions under which playback of the copyrighted material is 
45 permitted. 

[0058] The detailed setting of the Move Control Information is shown between broken lines py1. A setting of OOh 
indicates that a move from the SD memory card 1 00 to local storage is not permitted, while a setting of 01 h indicates 
that one move from the SD memory card 100 to local storage is permitted. The digital terminal that received the pack- 
age decrements the number of permitted moves shown by the Move Control Information by 1 , and then records the dec- 

so remented information on the SD memory card 1 00 by the digital terminal. 

[0059] The detailed setting of the Check-Out Control Information is shown between the broken lines py2. A setting 
of 001 indicates that check-out of the copyrighted material is permitted only once (to only one recording medium), a set- 
ting of 002 indicates that check-out of the copyrighted material is permitted twice (to two recording media), and settings 
of 3 and 4 indicate that check-out is permitted to three and four recording media respectively. 

55 [0060] The detailed setting of PB_COUNT is shown between the broken lines py3. PB_COUNT includes a Play- 
back Time indicating the number of seconds counted during one playback of the copyrighted material, and a Playback 
Counter indicating the number of times that playback of the copyrighted material is permitted. 

[0061] Next, thee data structure into which the data set forming the copyrighted material is converted when the cop- 
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[0075] AOB#4 has a playback time of 8.4 minutes and is the first (or 'head') part of the Song D that has a playback 
time of 30.6 minutes. The AOB_BLOCKs included in AOB#5 and AOB#6 are middle parts of the Song D and also have 
playback periods of 8.4 minutes. The AOB_BLOCK included in AOB#7 is the end part of the Song D and has a playback 
period of 5.4 minutes. In this way, a song that has a total playback period of 30.6 minutes is divided into (8.4 + 8.4 + 8.4 
5 + 5.4-minute) parts that are each included in a different AOB. As can be seen from Fig. 14, the AOB included in each 
AOB file is subjected to a maximum playback period of 8.4 minutes. Fig. 15 shows the eight AOB files stored in the title 
(album) shown in Fig. 14. 

[0076] *POB*".JPG' and 'POB"\SPV are files storing still picture data. The difference between the two types of 
file lies in the area of copyright protection. While a file POB"\JPG simply stores still picture data in JPEG (Joint Pho- 
10 tographics Experts Group) format, a file POB*".SPl stores data that is encrypted to protect the copyright of the still 
picture (the extension SP1 stands for Secure Picture, indicating that copyright protection is required). 
[0077] The file 'SD_AUDIO.TKM' contains data that has inherited the content of the package header, Navigation 
Structure, and time search table, and includes a Track Manager. 

[0078] Fig. 16A shows a detailed hierarchical structure of the Track Manager. In other words, logical formats posi- 
15 tioned on the right side of the drawing show the structure of logical formats positioned to their left in the drawing in more 
detail. Broken lines are used to indicate clearly which part of the logical format on the left side is shown in more detail 
by the logical format on the right side. If the structure of the Track Manager represented in this way in Fig. 1 6 A is referred 
to, it can be seen that it is formed from n pieces of Track Information (abbreviated to TKI), #1 to #n, as shown by the 
broken lines hi . TKIs are information used to manage AOBs recorded in AOB files as tracks, and one TKI corresponds 
20 to each AOB file. 

[0079] Referring to Fig. 1 6A, it can be seen that each TKI, as shown by the broken lines h2, includes Track_General 
Information (TKGI). and a Track_Texl_lnformation_Data_Area (TKTXTI_DA) recording text information unique to the 
TKI. such as an artist name, an album name, an arranger name, and a producer name, and a 
Track_Time Search Table (TKTMSRT) in which the playback time is restricted to 8.4 minutes. 

25 [0080] FIG. 1 7 shows how the TKIs in FIG. 16 correspond to the AOB files and AOBs in FIG. 14. The boxes on the 
first level in FIG. 1 7 show a sequence of tracks Track A to Track E, the large frame on the second level shows the Track 
Manager, while the third and fourth levels show the eight AOB files given in FIG. 14. The eight AOB files record the eight 
AOBs shown in FIG. 1 6, and form a music album including Track A, Track B, Track C, Track D, and Track E. The second 
level shows the eight TKIs. The numbers '1', to '8' assigned to each TKI are the serial numbers used to identify each 

30 TKI, with each TKI corresponding to the AOB file that has been given the same serial number, 001 ,002, and so on. With 
this in mind, it can be seen from FIG. 17 that TKI#1 corresponds to the file 'AOB001.SAV, thatTKI#2 corresponds to 
the file 'AOB002.SA1', TKI#3 corresponds to the file 'AOB003.SAV, and TKI#4 corresponds to the file 'AOB004.SA1'. 
The correspondence between TKIs and AOB files is shown by the arrows TA1 to TA8 in FIG. 17. In this way, each TKI 
corresponds to a different AOB recorded in an AOB file and gives detailed information that applies only to the corre- 

35 sponding AOB. 

[0081] The detailed structure of a TKGI is shown in Fig. 16B. As shown in the drawing, a TKGI includes TKIJD', 
TKIN', TKI_BLK_ATR\ TKI_LNK_PTR', TKI_SZ\ TKI_PB_TM\ TKI_AOB_ATR', TKl_POB_ATR' t TKI_TI1_ATR\ 
TKI_TI2_ATR\ TK I _TM S RT_S A" , 'ISRC\ TKI_APP_ATR', 'BIT, and TKI_POB_SRP'. 

[0082] An ID from which the TKI can be instantly distinguished is written in TKIJD' (in the embodiments the ID is 
40 a 2-byte code *A4'). 

[0083] TKI numbers in a range between 1 and 999 are written in TKIN*. 
[0084] An attribute for the TKI is written in TKI_BLK_ATR\ 

[0085] The following describes the settings of the TK1_BLK_ATR for each TKI in the example shown in FIG. 17. By 
referring to the TKLBLK_ATR of each TKI, it can be seen that since the four pairs TKI#1/AOB001.SA1 , 

45 TKI#2/AOB002.SA1, TKI33/AOB003.SA1 , and TKI#8/AOB008.SA1 each correspond to separate tracks, the 
TKI_BLK_ATR of each of TKI#1, TKI#2, TKI#3, and TKI#8 is set as Track'. The TLK_BLK_ATR of TKI#4 is set at 
■Head_of_Track\ the TLK_BLK_ATR of TKI #7 is set at 'End_of JTrack', and the TLK_BLK_ATR of TKI#5 and TKI#6 is 
set at 'Midpoint_of_Track\ This means that the AOB file 'AOB004.SAV corresponding to TKI#4 is the start of a track, 
the AOB files 'AOB005.SA1 ' and 'AOB006.SA1 ' corresponding to TKI#5 and TKI#6 are midpoints of the track, and the 

so AOB file 'AOB007.SA1 ' corresponding to TKI#7 is the end of a track. 

[0086] TKI_BLK_ATR can be set so that combine editing, in which any two of a plurality of tracks are combined to 
form a single track, and divide editing, in which one track is divided into a plurality of new tracks, can be easily per- 
formed. The following explains the change in TKI when two tracks are combined. 

[0087] FIGS. 1 8 A and 1 8B show how the TKIs are set when two tracks are combined to produce a new track. The 
55 example in FIG. 1 8A shows a case when the user performs an editing operation to combine Track C and Track E into a 
single track. 

[0088] In this case, the AOBs that correspond to Track C and Track E are recorded in the AOB files AOB003.SA1 
and AOB008.SA1 which correspond to TKI#3 and TKW8, so that the TKI_BLK_ATRs of TKI#3 and TKI#8 are rewritten. 
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of cluster 007. Thus, it can be seen that the BIT manages the offset between the cluster boundary and the 
AOB_ELEMENT. 

[0107] The field TKI_POB_SRP' indicates the POB to be displayed during the playback period of a specific AOS, 
a playback period being one of the time periods during which playback is performed according to a playback order spec- 
5 ified in the Playlist information. In other words, the Track Manager can indicate the POB to be displayed for each tracks 
by setting the TKI_POB_SRP. 

[0108] Fig. 21 shows an example of a setting of TKI_POB_SRPs forTKI#2 toTKIM included in the Track Manager. 
The first level shows the Track Manager, and the second level three POB files. The Track Manager on the first level 
includes eight TKIs, and arrows indicate which of the TKI_POB_SRPs in TKIs reference the POBs. According to the 
w reference relationships indicated by the arrows, the TKI_POB_SRPS in TKI#2, TKI#3, and TKI#4 indicate POBOOl, 
POB002, and POB003 respectively. The data in POBOOl to POB003 is linked to Tracks B, C, and D respectively. Since 
it would be meaningless if at least one POB were not to be reproduced when each track is played back, the 
TKI_POB_SRP in the TKIs ensure that the POBs are set so as to be reproduced during the entire time that the tracks 
are played back. 

15 [0109] This completes the explanation of the TKGI. Next, the remaining files shown in Fig. 1 2 will be explained. 
[0110] The file , SD_AUDIO.PLM' contains information defining the playback order of a plurality of tracks, and 
includes Default_Playlist_Track_Search_Pointers ('DPL_TK_SRP') #1 to #m. Fig. 22 shows correspondences between 
Default Playlist Information, TKIs, and AOB files. The DPL_TKINs in DPL_TK_SRP #1 to #8 in the Default Playlist Infor- 
mation indicate TKIs #1 to #8 respectively, so that each AOB file is played back as shown by the arrows (1) to (8). The 

20 following explains how an editing operation to change the playback order of tracks is performed by changing the order 
of DPL_TK_SRPs in the Default Playlist. Figs. 23A and 23B illustrate a situation in which track order has been changed. 
The setting of DPL_TK_SRPs and TKIs in Fig. 23A is the same as that in Fig. 22. The playback order in Fig. 23 A is 
Track A, Track B. Track C, Track D, and Track E. In the Default Playlist Information in Fig. 23B, however, the DPL_TKINs 
for DPL TK_SRP#3 and DPL_TK_SRP#8 have been interchanged, so the playback order is Track A, Track B,. Track E, 

25 Track D, and Track C. Interchanging the order of DPL_TKINS in the Default Playlist Information in this way enables the 
track playback order to be easily changed. 

[0111] The file 'POB000.POM' contains control information for each POB, such as whether a POB is indicated by 
TKGI, and if it is indicated, the number of indications. 

[0112] This completes the explanation of files included in the SD_AUDIO directory. Next, files included in the 
30 SD_ADEXT directory are explained. The directory name 'SD_ADEXT stands for SD-AUDIO EXTENSION, indicating 
that the directory is an extension that has been added for data compliant with the SD-Audio Ver1 .1 standard. 
[01 1 3] The file 'STKI***.SDP contains Secure Track Information with an internal structure as shown in Fig. 24. From 
the drawing, it can be seen that the STKI includes 256 bytes of Secure Track General Information (S_TKGI), and a 256- 
byte Secure Track Text Information Data Area (S_TKTXTI_DA). Comparison of the STKI"\SDT file with TKI reveals 
35 that the TKTMSRT present in the TKI is not present in the STKI. In addition, comparison of the TKGI in the TKI and the 
STKI reveals that the TKI_TMSRT_SA, and BIT present in the TKI, have been replaced by Free ID areas 1 to 4 
(S_TKI_FR_ID 1 to 4). S_TKI_FR_ID 1 to 4 are fields in which ID information such as IDs for individual KIOSK termi- 
nals, distribution formats and individual users are written. 

[0114] The following explains the differences between the TKI and STKI. Unlike the TKI, the STKI is moved together 
aq with the AOB from the SD memory card 1 00 to local storage when the Usage Rule for the copyrighted material is moved 
from the SD memory card 100 to local storage. The STKI contains S_TKI_FR_ID 1 to 4, and since theserecord-IDs for 
individual KIOSK terminals, distribution formats, and individual users, the STKI is used as a kind of proof of purchase 
for distributed contents. 

[0115] S_TKI files and AOB files have a one-to-one correspondence, files with the same three numbers in the file 
45 name being corresponding files. Fig. 25 shows the relationship between AOB files AOB001.SA1, AOB002.SA1, and 
AOB003.SA1, POB files POB001.SP1, and POB002.SP1 included in the SD_AUDIO directory on the one hand, and 
STKI files STKI001.SDT, STKI002.SDT, and STKI 003. SDT included in the SD_ADEXT directory on the other hand. 
AOBS and STKIs with matching serial numbers correspond, as shown by the arrows AS1, AS2, and AS3. POBs corre- 
spond to STKI as indicated by the arrows PS1 and PS2, this relationship being determined by the S_SKI_POB_SRP in 
so each S_TKI file. In the example of Fig. 25, S_TKI_POB_SRP in the file STKI002.SDT indicates POBOOl. SP1, and 
S_TKI_POB_SRP in the file STKI003.SDT indicates POB002.SP1 . 

[01 1 6] This completes the explanation of files contained in the user data area 8. Next, the files contained in the pro- 
tected area 3 are explained. The protected area 3 in Fig. 12 has an SD_AUDIO directory containing files 'AOBSA1.KEY' 
and 'POBSP1.KEY', and an SD_ADEXT directory containing files 'AOBSA1.URM' and 'POBSP1.URM'. 
55 [011 7] The file "AOBSA1 .KEY' is an encryption key storage file recording encryption keys (Title Keys) for decrypting 
AOBs. These encryption keys each correspond to one of the plurality of CEL Keys included in the Default Offer area of 
a package. 

[01 1 8] The file 'POBSP1 .KEY' is an encryption key storage file recording encryption keys (Title Keys) for decrypting 
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value) from the input value. The value written in the C_HASH field is used when the customer device accesses the SD 
memory card 100, to verify whether the Enc-STKI, the Enc-STl_KEY, and the Enc_AOB have been replaced by other 
data. 

[0128} In other words, when the SD memory card 100 is connected to the customer device, the customer device 
5 concatenates the Enc-STKI, Enc-STI_KEY, Enc_AOB together, and applies the SHA-1 algorithm to obtain a 64-bit 
C_HASH-Ref value, as below. The C_HASH-Ref value and the C_HASH written in the C_HASH field of the Usage Rule 
are compared. If the Enc-STKI, the Enc-STI_KEY, and the Enc_AOB are the same as when recorded on the SD mem- 
ory card 100, the C_HASH-Ref value will be the same as the value written in the Usage Rule, but if the Enc-STKI, the 
Enc-STI_KEY, and Enc_AOB have been tampered with, or replaced by other data, the C_HASH-Ref value calculated 
w will differ markedly from the C_HASH in the Usage Rule. The C_HASH field is included in the Usage Rule with the 
object ot having the customer device perform such a check. 

[0129] The 'Check-Out Control Information" shows the number of recording media on which the paired AOB and 
Title Key corresponding to a Usage Rule may be recorded, when the SD memory card 100 is connected to a customer 
device and the Usage Rule moved from the SD memory card 100 to local storage. 

is [0130] The 'Move Control Information* shows whether the movement of the right to control recording from the SD 
memory card 1 00 to local storage is permitted. If V is set, only one move is permitted, while if 0 is set, the movement of 
rights is not permitted. The number of permitted moves shown in the Move Control Information is decremented by 1 by 
the customer device connected to the SD memory card 100 having the Usage Rule. Following this, the decremented 
number is stored in local storage by the customer device. 

so [0131] If the 'Trigger Bit' is set at 0, movement of rights can be judged by referring to the Move Control Information 
alone, while if it is set at 1 . movement of rights is judged by referring to other information together with the Move Control 
Information. The Trigger Bit is provided in order to prepare for future feature expansions of the Usage Rule. In other 
words, judgement of whether a copyrighted material can be moved may need to be performed in future by referring to 
otner conditions in combination with the Move Control Information. If such a requirement exists, the Trigger Bit is set at 

25 1 , and the copyrighted material can be moved provided that the conditions are satisfied and that the Move Control Infor- 
mation is set at 1 . 

[0132] This completes the explanation of the application layer of the data. The following explanation focuses on how 
each of the files described above is moved when a copyrighted material is moved from the SD memory card 1 00 to local 
storage. 

30 [0133] Figs. 30A and 30B show how a data set forming a copyrighted material is moved from the SD memory card 
1 00 to local storage. Of the files arranged in the user data area 8, an AOB file, a POB file, and an STKI file are fetched 
into the user data area in local storage, as shown by the arrows MY1 , MY2 and MY3. Following this, the AOB file, the 
POB file, and the STKI file on the SD memory card 100 are deleted. Meanwhile the files AOBSA1 .KEY, POBSA1.KEY, 
AOBSA1.URM, and POBSP1.URM in the protected area 3 of the SD memory card 100 are fetched to the protected 

as area in local storage, as shown by the arrows MY4, MY5, MY6 and MY7. 

[0134] Figs. 30A and 30B are based on the assumption that all the audio objects in the user data area 8 of the SD 
memory card 100 are moved to local storage. Figs. 31 A and 31 B, however, show how files are arranged when only 
three of the eight AOBs are moved to local storage. In Fig. 31 A, AOBs #1 to #3, Title Key Entries #1 to #3, and Usage 
Rule Entries #1 to #3 are deleted from the user data area 8 and protected area 3 on the SD memory card 100, and 

40 arranged instead in the user data area and protected area in local storage, as shown in Figs. 31 A and 31 B. 

[0135] Fig. 32 shows how AOB files, POB files, and STKI files shown in Fig. 25 are moved from the SD memory 
card 100 to local storage. In the drawing, AOB001.SA1, AOB002.SA1, AOB003.SA1, POB001.SP1, POB002.SP1, 
STKI001 .SDT, STKI002.SDT, and STKI003.SDT are deleted from the SD memory card 100, and these files are instead 
arranged in local storage. This completes the explanation of the structure of directories and files in the application layer. 

45 In local storage, directories have the same structure as on the SD memory card 100, but data may be converted to a 
distribution format, that is the format consisting of titles and packages shown in Fig. 10, and stored. The following is an 
explanation of the structure of a digital terminal. 

[0136] Fig. 33 shows the structure of a KIOSK type digital terminal. As shown in the drawing, the KIOSK terminal 
includes a released contents browser 21 for viewing a home music library composed of copyrighted materials that have 

so been released by a record company, a touch panel 22 for receiving search requests and purchase requests for copy- 
righted materials, a communication unit 23 connected to a dedicated line such as a fiber-optic cable for transmitting and 
receiving copyrighted materials, a card connector 24 for performing input from and output to the SD memory card 100, 
a billing unit 25 for billing users by receiving cash payment using a coin vender or online payment using a cash card or 
IC card, a secure processing unit 26 for executing any required encryption and decryption when accessing the pro- 

55 tected area 3 of the SD memory card 1 00, and a sales service control unit 27 for performing combined control of sales 
services in the KIOSK terminal. 

[0137] Fig. 34A shows the structure of a customer device, in this case a personal computer. The customer device 
includes a local storage 32 for recording a home music library composed of copyrighted materials that the user has pur- 
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card 1 00, using the encryption key Kmu output from the Ks decrypting unit 54, and outputs the 56-bit calculation result 
to the.Ks decrypting unit 54 as a session key Ks. 

[0151] The Ks decrypting unit 54 reads an encrypted pair of Enc_STKI and Enc- Usage Rule stored in the protected 
area 3 of the SD memory card 100, and decrypts the encrypted pair using the 56-b'ri session key Ks output from the 
5 AKE processing unit 53. Then the Ks decrypting unit 54 outputs the decryption result to the Kmu decrypting unit 55. 
[0152] The Kmu decrypting unit 55 performs decrypting using the 56-bit encryption key Kmu calculated by the ID 
processing unit 52. thereby obtaining an STKI and Usage Rule pair. 

[0153] The ST l aecrypttng unit 56 reads the Enc-STI_KEY from the user data area and decrypts the read Enc-STKI 
using the STI_KEY, thereby obtaining an STKI. 

70 [0154] The encryption and decryption performed by the secure processing units 26 and 38 is performed in Con- 
verted Cipher Block Chaining Mode (C_CBC mode). Suppose that the encrypted data is 512 bytes. In C_CBC mode, 
each 8-byte section ot this data is treated as one block, and the first 8-byte block is decrypted using a 7-byte encryption 
key Mk. The 8-byte calculation result is held as a section key, and used to decrypt the next 8-byte block, and so on. The 
512 bytes of data is decrypted in 8-byte units in this way. 

15 [0155] Furthermore, the processing sequence in which the session key Ks is shared via the AKE processing, 
. encrypted data read Iron tnc SD memory card 100, encrypted data decrypted using the session key Ks, and then fur- 
ther decrypted using the encryption key Kmu is referred to as a secure read. This processing sequence is performed 
when a specified read commana (the secure read command) is issued to the SD memory card 100 by a connected 
device. 

20 [0156] In addition, me processing sequence in which data is encrypted using the encryption key Kmu, and then 
encrypted again using me s^son key Ks obtained via the AKE processing, and the encrypted data transmitted is 
referred to as a secure write This processing sequence is performed when a specified write command (the secure write 
command) is issued to me SC memory card 100 by a connected device. This completes the explanation of the secure 
processing units 26 ana 3£ 

25 [0157] The following »s an exaianation of the sales service control unit 27 and the library control unit 37, which are 
control units performing co-nomed processing control for the digital terminal and the customer device respectively. 
[0158] The sales service control unit 27 includes ROM (read-only memory) storing an executable program written 
so as to perform combined control of the digital terminal, RAM (random access memory), and a CPU (central process- 
ing unit). The flowcharts of Figs 37 and 38 show the procedure performed by this executable program. The control con- 

30 tent of the sales service cont-oi unit 27 is explained with reference to these flowcharts. When the processing of the 
flowchart in Fig. 37 is initialed at step S1, the sales service control unit 27 has a list, introducing copyrighted materials 
that have been releasee by me record company, displayed on the screen of the released contents browser 21 , and then 
moves to the loop process ng of steps S2 and S3. At step S2, the sales service control unit 27 determines whether a 
user has made a purchase request for a copyrighted material and, at step 33, determines whether a user has made a 

35 search request for a copyrighted material. If a search request has been made, step S3 is Yes, and processing moves 
to step S4. At step S4. the sates service control unit 27 receives a keyword input such as an artist name or song title 
from the user via the touch panel 22, and at step S5, searches for information regarding copyrighted materials relating 
to the keyword from the distntution server 1 03 by accessing the distribution server 1 03 via the communication unit 23. 
Then, at step S6, the sales service control unit 27 has a viewing screen showing the copyrighted materials resulting 

40 from the search displayed by trie released content browser 21 , and then returns to the loop processing of steps S2 and 
S3. 

[0159] If a purchase request is made by the user, step S2 is Yes, and processing moves to step S7, where the sales 
service control unit 27 waits tor cash payment to be made to the billing unit 25. If money is inserted into the coin vender, 
the sales service control unit 2 7, at step S8, has a transmission request for a package corresponding to a selected cop- 

45 yrighted material transmitted Cry me communication unit 23. Next, at step S9, the sales service control unit 27 waits for 
the package to be received, and at step SlO, determines whether the package has been property received, if the pack- 
age has not been property received processing moves to step S8, and the sales service control unit 27 has the com- 
munication unit 23 issue another transmission request. If the communication unit 23 receives the package property, the 
sales service control unit 27. at step S1 1 , converts the package to data compliant with the SD-Audio Verl.1 standard 

so and records it on the SD memory card 1 00. At step S1 2, the sales service control unit 27 determines whether data has 
been properly recorded on the SD memory card 1 00, and if not, gives a cash refund, at step S14. If data has been prop- 
erly recorded, the sales service control unit 27, at step S13, has the billing unit 25 finalize payment. Then processing 
moves to step S1 , the sales servce control unit 27 has an initial screen displayed by the released contents browser 21 , 
and moves to the loop processing of steps S2 and S3. 

55 [0160] The following is a detailed explanation of how data is converted into data compliant with the SD-Audio Ver1 .1 
standard at step S11, with reterence to the flowchart in Fig. 38. When recording a copyrighted material onto the SD 
memory card 1 00, the sales servce control unit 27 accesses the SD_AUDIO directory in the user data area 8 of the SD 
memory card 100, reads the AOB'".SAl files, and performs a search to determine whether an unused file number 
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exists. If 999 -AOB**\SAl files-already-exist, the sales service control unit 27 displays a message indicating that no 
more contents can be recorded, and processing ends. If the number of AOB*" SA1 files is less than 999 the sales 
service control unit 27, at step S21 , divides AAC stream data included in the CELs of the package into a plurality of AOB 
files, and records the AOB files in the SD_AUDIO directory. Next, at step S22, the sales service control unit 27 opens 
5 the Track Manager stored in the user data area 8 of the SD memory card 1 00 and generates TKI corresponding to each 
AOB inside the Track Manager. At step S23, the sales service control unit 27 sets data based on the header and Nav- 
igation Structure-included in the package in the plurality of TKIs inside the Track Manager. Next, at step S24 it converts 
st.ll p,cture data into POB files and a POM file, and records these converted files onto the SD memory card 1 00 At step 
-S25,-the.sales-6ervice control unit.27 divides up a time search tableland sets it as the TKTMSRT of corresponding 
w TKIs, and-at-step-S26, it sets DPL_TK_SRPs in the-Playlist based on the Navigation Structure. This completes the set 
t.ng of the data set to be arranged in the SD_AUDIO directory-in the user data area 8 of the SD memory card 100. 
[0161] Next, the sales service control unit 27 moves to step S90, and determines whether the number of permitted 
moves shown in the-Move Control Information of the DRM is 0. If the number is 0, the processing of steps S27 to S33 
and S9l .s sk.pped, and the processing moves to step S35. If the number is 1 or more, processing moves to step S27 
i5 Next, at step S27, the sales service control unit 27 generates a plurality of STKIs based on the pluralrty'of TKIs gener- 
ated in the Track Manager. At step S28, the sales service control unit 27 generates a plurality of STI_KEYs and uses 
the generated keys to encrypt each STKI, storing the encrypted STKIs in the SD.ADEXT directory. At step S29 the 
sales serv.ce control unit 27 performs a secure read of the Usage Rule Manager from the SD memory card 100 and at 
step-S30, generates a.Usage Rule corresponding to each AOB in the.Usage Rule Manager. At step S91 the sales serv- 
ice control unit 27 decrements the number of permitted moves, and at step S31 , sets the decremented' number of per- 
mitted moves, with the Check-Out Control Information, in each Usage Rule. At step S32, the sales service control unit 
27 sets the STLKEYs used to encrypt the STKIs in step S32 in the STI.KEY field of the Usage Rules At step S33 it 
performs a secure write- of the Usage Rule Manager onto the SD memory card 100. The STKIs and the Usage Rule 
Manager are recorded by the above processing, so that data compliant with the SD-Audio Ver1 . 1 standard is set on the 
25 SD memory card 1 00. / 

[0162] Next, at step S35, the sales service control unit 27 performs a secure read of the Title Key Manager from the 
SD memory card 100, and.at step S36, writes CEL Keys included in the CEL Keychain of the Default Offer in the Title 
Key Entry corresponding to each AOB in AOBSA1 .KEY. At step S37, the sales service control unit 27 performs a secure 
write of the Title Key Manager, into which the CEL Keys have been written, onto the SD memory card 100 
[0163] This completes the explanation of the sales service control unit 27 in the digital terminal. Next, the library 
control unit 37 in the customer device is explained in detail. 

[0164] The library control unit 37 includes ROM {read-only memory) storing an executable program written so as to 
perform combined control of the digital terminal, RAM (random access memory) and a CPU (central processing unit) 
The flowcharts of -Figs. 39 to 41 show the procedure performed by this executable program. The control content of the 
library control unit 37 is explained with reference to these flowcharts. When the processing of the flowchart in Fig 39 is 
initiated, at step S41 , the library control unit 37 displays a list of tracks stored in the local storage 32 and then moves 
to the loop processing of steps S42 and S43. At step S42, the library control unit 37 determines wheiher a track move 
has been requested, and, at step S43, whether a track check-out has been requested. At step S44 the library control 
unit 37 determmes whether a track check-in has been requested, and at step S45 whether a purchase of copyrighted 
40 material from a server computer has been requested. If a request to purchase copyrighted material from the server 
computer has been made, step S45 is Yes and processing moves to step S46. At step S46, the library control unit 37 
has a download request transmitted to the communication unit 33, and at step S47 waits to receive a package If the 
package is received, the same processing as the processing of the flowchart of Fig. 37 performed by the digital terminal 
is performed, and at step S48, the library control unit 37 stores the received package in the local storaqe 32 Processina 
45 then moves to steps S42 to S45. y 
[01 65] If a request to move a track from the SD memory card 1 00 to the local storage 32 is made step S42 is Yes 
processing moves to step S71 shown in Fig. 41, and the library control unit 37 performs a secure read of the Usage 
Rule Manager from the SD memory card 1 00. In the following explanation, a plurality of tracks stored on the SD memory 
card 100 are each indicated by a variable #x. At step S72, the library control unit 37 writes an initial value into #x and 
at step S73, checks the Trigger Bit of Usage Rule#x. If the Trigger Bit is 1 , processing is moved to the next track by mov- 
ing to step S79 and incrementing the variable #x. Then processing moves to step S73. If the Trigger Bit is 0 at step S74 
the library control unit 37 checks the Move Control Information of Usage Rule#x. If the number of permitted moves 
shown in the Move Control Information is 0, moving the track from the SD memory card 100 to local storage 32 is pro- 
hibited, so that processing is moved to the next track by moving to step S79 and incrementing the variable #x Then 
processing.moves.to.step S73. If the Move Control Information is 1 , processing moves to step S75. 
[0166] At step S75, the library control unit 37 concatenates Enc-STKI#x, Enc-STI_KEY#x Enc_AOB#x and 
obtains C_HASH-Ref value #x. Then, at step S76, the library control unit 37 determines whether'the value #x of the 
C_HASH-Ref is identical to C_HASH#x in the Usage Rule#x. If the two are not identical, processing moves to step S79 
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but if they are identical, at step S80, the library control unit 37 decrements the number of permitted moves shown in the 
Move Control Information of the Usage Rule#x, and at step S81 , performs a secure write of the Usage Rule#x including 
the decremented number of permitted moves, and the Check-Out Control Information to the local storage 32. Next, at 
step S77, the library control unit 37 performs a secure write of 0 into the Availability Flag in Usage Rule#x on the SD 

5 memory card 100 and into the Content ID, and performs a secure write of random numbers into the other fields of the 
Usage Rule#x, including STI_KEY, thereby deleting Usage Rule#x from the SD memory card 100. In addition, the 
library control unit 37 makes the TKI#x in the SD_AUDIO.TKM file invalid, and deletes all information relating to TKI#x 
from the default Play list in the SD_AUDIO.PLM file. Then, the library control unit 37 subtracts 1 from a POB file refer- 
ence counter included in the file POB000.POM referenced by TKI#x. If the reference counter is 0 when data is moved, 

;o the library control unit 37 deletes the POB file. 

[0167] Following this, at step S82, the library control unit 37 reads an AOB#x and an STKl#x forming a track#x from 
the user data area 8 on the SD memory card 1 00, and records the read data in the user data area of the local storage 
32. At step S83, the library control unit 37 performs a secure read of a Title Key Entry for AOB#x from the protected 
area 3 of the SD memory card 1 00, and then performs a secure write of the read Title Key Entry into the protected area 

15 of the local storage 32. Thus, the data set forming the track#x is stored into the local storage 32. 

[0168] Following this, at step S78, the library control unit 37 determines whether the variable #x is the last number 
in the Usage Rule Manager, and if it is not the last number, at step S79, increments #x. Then processing moves to step 
S73. 

[0169] Once this processing has been repeated for all of the Usage Rules in the Usage Rule Manager, the library 
20 control unit 37 moves all of the tracks on the SD memory card 100 for which a move is permitted to the local storage 
32. A large number of copyrighted materials are accumulated in the local storage 32 in the customer device when the 
user purchases copyrighted materials from the distribution server 103 or moves copyrighted materials from the. SD 
memory card 100. These accumulated copyrighted materials form a home music library. 

[0170] If a track check-out is requested, step S43 is Yes, and processing moves to step S66 in Fig. 40. At step S66, 
25 the library control unit 37 waits for the user to select a track to be recorded onto a recording medium other than the SD 
memory card 100. Once a track is selected (the selected track is called track #x), at step S100, the library control unit 
37 reads a unique Media-ID from the SD memory card 1 00 connected to the customer device, searches for an unused 
Content ID, which it then assigns to the content and stores the Media-ID and Content ID for the Title Key Entry as a pair 
as check-out history information. Then, at step S49, the library control unit 37 performs a secure read of the Usage 
30 Rule#x corresponding to the track#x. At step S50, the library control unit 37 determines whether the number- of times 
check-out is permitted (the number of check-outs) shown in the Check-Out Information of the Usage Rule#x is 0. If the 
number is 0, the library control unit 37 skips the processing of steps S51 to S57, and moves to the steps S42 to S45. If 
the number is not 0, however, at step S51, the library control unit 37 records the data set forming the track #x (apart 
from the Usage Rule) onto another recording medium. When check-out is performed, data from the directory and file 
35 structure shown in Fig. 12 compliant with the SD-Audio Verl.O is recorded on a portable recording medium, in other 
words the files 'AOB"\SAV , , POB*".SPV, 'SD_AUDIO.TKM\ 'SD_AUDIO.PLM\ 'POB000.POM', 'AOBSA1 .KEY', and 
'POBSP1 .KEY'. A track is recorded by this process, allowing track editing, such as combining and dividing, and forward 
and backward searches to be performed. 

[0171 ] Next, the library control unit 37 decrements the number of check-outs, and at step S53, determines whether 
ao the number of check-outs is 0, or 1 or more. If the number of check-outs is 0, the library control unit 37, at step S54 sets 
the track as 'check-out not permitted* and then moves to step S55. If the number of check-outs is 1 or more, the library 
control unit 37, at step S55, performs a secure write of the decremented number of check-outs to a Usage Rule in the 
local storage 32. Then, at step S56, the library control unit 37 verifies the number of check-outs in the Usage Rule, and 
at step S57 determines whether the number of check-outs has been properly written in the Usage Rule. If the number 
as of check-outs has been properly written, processing moves to the loop processing of steps S42 to S45. 

[0172] If the user requests check-in, step S44 is Yes, and at step S101 , the library control unit 37 reads a Media-ID 
unique to the SD memory card 100, and a Content ID unique to a track from the SD memory card 100, tracks already 
having been recorded on the SD memory card 1 00. At step S102, the library control unit 37 compares the paired Media- 
ID and Content ID, and the Media-ID and Content ID in the Check-Out history information, and at step S1 03 determines 
50 whether the tracks recorded on the SD memory card 1 00 are identical to tracks that have already been checked out If 
a track is identical, in other words the same as a track that has been checked out, processing moves to step S58, but if 
the track is not identical, in other words not the same as a track that has been checked out, the library control unit 37 
moves to steps S42 to S45 without performing check-in processing. 

[0173] As step S58, the library control unit 37 performs a secure read of a Usage Rule from the protected area of 
55 the local storage 32, and, at step S59, determines whether the number of check-outs in the Usage Rule is 0. If the 
number of check-outs is 0, at step S60, the library control unit 37 reads the data set forming the track, apart from the 
Usage Rule, to a recording medium to perform check-in, and, once the data set has been accumulated in the local stor- 
age 32, moves to step S92. If the number of check-outs is 1 or more, processing moves to step S92. At step S92, the 
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library control unit 37 deletes the data set forming the track from the other recording medium. As step S61 the library 
control unrt 37 increments the number of check-outs, and at step S62, determines whether the number of check-outs 
has reached a maximum number Max. If the number of check-outs is Max, processing moves to the loop of steps S42 
to S45, but-rt-the-number-of check-outs is not Max, at step S63, it performs a secure write of the number of check-outs 
and, at step S64. vehf.es the number of check-outs. At step S65, the library control unit 37 determines whether the 
secure wr.te of the number of check-outs was properly performed, and if so moves to the processing loop of steps S42 

[0174] In the.tirst embodiment, management of recording of copies.of copyrighted materials recorded in a KIOSK 
terminal can be.perfcrmed-using.apersonal computer, so a user who has paid the correct charge to purchase a copv- 
nghted-material fronra-KlOSK terminal can perform check-out and check-in of the copyrighted material using their own 
personal computer. 



Second Embodiment 



25 



30 



[0175] A second embodiment relates to an improvement in the SD memory card 100 that securely stores copv- 
nghted materials, whch allows copyrighted materials to be previewed. Fig. 42 shows the structure of directories in a 
protected area 3 and user oato area 8 relating to the second embodiment. When compared to the directory structure in 
Fig. 12, the new matter introduced in Fig. 42 is that the SD_AUDIO directory in both the protected area 3 and the user 
data area 8 has a subdirectory SD^ADPRV. Files 'SD_ADPRV.PLM', 'SD_ADPRV.TKM\ 'P_A0B"*SA1' and- 
Tr 9 ?^ ;i P 0 ( ^ , . USed t0 P * rf ° nm PreViGW are arran 9 ed in tne SD.ADPRV directory in the user data area 8 The 
! ; S A n ~ A ™ PL ' »nd -SD.ADPRV.TKM' have an identica. data structure to the files 'SD.AUDIO.PLM'' and 
,! oT ' n e SD - Ajd, ° ^ard. and differ only in that they are arranged in a different directory The files 

•P_AOB*».SAr and ■P.POB"-. JPG/SPr are arranged in a different directory and use a deferent encryptfor i key or 
encryption from correspond^ f.tes in the SD-Audio standard, but are otherwise identical 

[0176] Files 'P.AOBSAl KEY' and 'P.POBSPI.KEV are arranged in the directory SD ADPRV in the protected 

Funded T^, fi, K ^ ^ * m ° f ™ 6 Key Ent "- ^ data structu^oTthese 

Extended Title Key-Entnes « shown , n Fig. 43. Part of the data structure in the drawing is the same as that for Title Key 
Entries, but rt differs ,n having an additional preview fields. In the format for the Extended Title Key Entries shown in Fia 
43, these preview fields include Tngger Bif , 'Preview Counted, 'Preview Threshold', and 'Check-Value Field' 

■ ° 17 ? ♦ . I" 6 T ''" er B,t ' f ' eW 15 3 fla9 h3Ving the same P ur P° se as the Trigger Bit in the Usage Rules. When this flaq 
is set at 0, this mdicates that judgement of whether to preview a copyrighted material should be performed by referring 
to thepa.rof Preview Counter and Prevew Threshold, while if the flag is set at 1 , this indicates that judgement should 
be performed by referring to other .ntormation in addition to the pair of Preview Counter and Preview Threshold 

<« « I ri fJo^T ^ Sh ° WS 3 nUmb6r ° f P ermitted P revie ws in a range of between 1 and 255," and is 

35 set based on the Playback Counter n DRM of the Default Offer shown in Fig. 11. 

[0179] The 'Preview Threshold- held indicates that a number of previews should be increased by 1 once the coov- 

^f^^l beeP P,ayed baCK f ° r 8 ° ertain number of seconds > and is set based ° n the Playback Time in the 
DRM of the Default Offer shown in F.g. t 1. ' Ine 

[0180] The 'Check-Value FkHJ" records a character string pattern for checking. If decryption of the Extended Title 

I HTM? 0 " ainfcd m C - CBC m ° de ' thS d6ViCe Can obtain the character stri "9 P att ern properly from this 

field, but if the Extended Trtle Key Entries have been tampered with while still encrypted, the device cannot obtain the 
character string pattern from the held The reason for this is described below 

[0181] The decryption performed in C.CBC mode is performed in 8-byte units using a 7-byte Media-ID and a sec- 
tion key. Here, suppose an ill- intended user tampers with the Preview Counter and Preview Threshold while they are 
45 f "; e " Cr y pted ' chan 9ing them to a different value. In this case, the section key obtained by using the section key of the 
8-b.t block including the Preview Counter and Preview Threshold will differ markedly from that which should be used If 
decrypt.on o a following block is performed using this section key, the calculation result finally obtained by decrypting 
he block including the character string pattern differs markedly from the character string pattern described above In 
this way a proper character string partem can only be decrypted when the encrypted Preview Counter and Preview 

50 Inon ^ ' n 3 n °T' St3te " the PfeVieW C ° Unter and Preview Thresh0,d have been tampered with, a tampered 
AOB file will be received, and the character string pattern in the Check-Value Field will be completely different Thus 
the character.st.es of the character string pattern can be used to check whether the Preview Counter and Preview 
Threshold have been tampered with. review 

s T^fL.h^ by SD_AUdi ° P ' ayerS 122 *° 124 in the second embodiment is explained. 

5 The flowchart of F.g. 44 shows the processing performed by the control unit 64 in the SD-Audio players 1 22 to 1 24 when 
a copyrighted material is previewed using an Extended Title Key Entry shown in Fig. 43. The following is an explanation 
of the processing performed by the control unit 64 in the second embodiment, with reference to Fig 44 
[0183] At step S81 , the control unit 64 determines whether the SD memory card 1 00 is connected to the card con- 
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necter 34 and, if the answer is Yes, at step S82, displays a list of the tracks in the SD_ADPRV directory of the SD mem- 
ory card 1 00. At step S83, the control unit 64 waits for the user to select a track to be previewed. Here, the track selected 
by the user is a track #x, and at step S84, the control unit 64 performs a secure read of an Extended Title Key Entry#x 
tor the track #x trom the protected area 3. Following this, the control unit 64, at step S85, checks Trigger Bit#x, and if 

5 Tngger Bittfx.is i . ends processing without performing steps S86 to S96. If the Trigger Bit#x is 0, at step S86, the control 
unit 64 obtains a character string pattern by performing C_CBC mode decryption on the Extended Title Key Entryffx. At 
step S87. tne control unit 64 determines whether the character string pattern is normal. If it is abnormal, processing 
et ds but if it is normal, at step S88, the control unit 64 determines whether the Preview Counter is 0. If the Preview 
Counter is 0. processing ends, but if it is not, the control unit 64, at step S89, sets the Title Key of the Extended Title 

to Key Entry* * m the descrambler 61 of the SD memory card 100. Following this, the control unit 64, at step S90, plays 
beck track pk. At step S92, the control unit 64 waits until the playback time has reached the time shown by the Preview 
Threshold**, and once the time has been reached, at step S92, decrements the Preview Counter. Next, at step S93, 
the cont-oi unit 64 determines whether the Preview Counter is 1 or more, or 0. If it is 1 or more, the control unit 64, at 
£tep 59 V performs a secure write of the Preview Counter, and then, at step S95, verifies the Preview Counter. If the 

I5 Prev.e* Counter s C. however, at step S96, the control unit 64 deletes the Extended Title Key Entry, and at step S97, 
sets me Availability Flag at 0. 

[0184] -n nc second embodiment, the Preview Counter and Preview Threshold are recorded in the protected area 
3. makirg it d>*»cutt to tamper with them. This allows users to preview copyrighted materials, while ensuring that those 
same ccpyrtgftea matenals remain property protected. 
20 [018S] These embodiments describe the maximum effects that can be expected under current conditions, but the 
inwnt.on ne*o net be Ignited to the structure described herein. The following alternatives are also possible. 



ia) The SD memory card in the first and second embodiments has a user data area 8 and a protected area 3,, but 
t->e .nventon need not be limited to this, and the entire memory area of the SD memory card 100 may be a pro- 
25 tected area The SD memory card 1 00 is used as a recording medium, but the recording medium need not be lim- 
ried.to.sericonoucior memory such as this, and an optical disc, HD or the like may be used provided that it has a 
protected area 

(D) In the first and second embodiments, a single copyrighted material corresponds to a package and a collection 
30 ct-copyrighted materials such as an album corresponds to a title, but a collection of copyrighted materials may be 
fansnmned as a single package. 

(c) The following may be used as requirements when previewing tracks: date (preview can be performed until a cer- 
tain dale), number of preview days (preview can be performed for a certain time or a certain number of days), pre- 
35 view range (preview can be performed on a specified section of the track), or any combination of the above. 

(,d) The data described as being recorded and played back in the first and second embodiments is limited to music 
and still picture data, but such limitations need not apply. The data may be any kind of reproduceable digital data, 
such as moving picture data, text data or any combination of the two. 

40 

(e) The dig'toi terminal in the first embodiment refers to the Move Control Information in the DRM and sets the Move 
Control Information in the Usage Rule based on the DRM, but the digital terminal may refer to other information, 
and set the Move Control Information in the Usage Rule according to other criteria. For example, the Move Control 
Information may be set by considering information such as the hit chart ranking of copyrighted materials, whether 
45 the copyrighted material is a new release, and the sales figures for the copyrighted material. 

(0 The encrypted data, plain text data, encryption key, and Usage Rule written in local storage may be read, and 
determination of whether the number of permitted moves in the Usage Rule is 0, or 1 or more performed, and if the 
number of permitted moves is 1 or more, the data may be stored on the SD memory card 100. 

so 

(g) In the first embodiment, the setting of the permitted number of moves on the SD memory card 1 00 is assumed 
to be either 1 or 0. but other settings are also possible. If the permitted number of moves in the Move Control Infor- 
mation is set at 6 by the distribution server 103, the permitted number of moves shown in the Move Control Infor- 
mation is changed and the Usage Rule is moved between each of the recording media, as shown in Fig. 45. 

55 

[0186] Although the present invention has been fully described by way of examples with reference to accompanying 
drawings, it is to be noted that various changes and modifications will be apparent to those skilled in the art. Therefore, 
unless such changes and modifications depart from the scope of the present invention, they should be construed as 



23 



i=tnonm <fp ioei6i6A2 i > 



EP1 081 616 A2 

being included therein. 
Claims 
1. 
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the first receiving apparatus comprising: 
the second receiving apparatus comprising: 

I^ZZIT operab,e to receive the da,a set ,mm ,he dis,ribu,lon — via - «- »«- 

2. The distribution system of Claim 1 , wherein: 

the control information indicates a number of remaining check-outs; 

the second receiving apparatus further comprises: 

3. The distribution system of Claim 2, wherein: 

the recording medium has an assigned unique identifier 
the check-out unit includes: 

an allocation un « operable to allocate a unique identtfier ,o ,ne held content, the unique identifier being 
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recorded onto the recording medium with the content when check-out is performed; and 



a storage unit operable to read the unique identifier for the recording medium connected to the connecting unit 
from the recording medium, and store the read recording medium identifier as a pair with the allocated content 
5 identifier, and 

the:check-in unit includes: 

a-read unit operable to read, when a copy of the content has already been recorded on a recording medium 
70 connected to the connecting unit, the unique identifiers for the connected recording medium and the content; 

a comparing unit operable to compare the pair of identifiers read by the read unit with the pair of identifiers 
stored by the storage unit to determine whether the copy recorded on the connected recording medium was 
previously produced by the second recording apparatus; 

15 

a holding unit operable to read, when the copy was previously produced by the second recording apparatus, 
the copy from the connected recording medium, hold the read copy, and then delete the copy from the. record- 
ing medium. 

20 4. The distribution system of Claim 3, wherein, when the authorization information recorded on the distribution 
medium shows that moving the data set is not permitted, the reading unit is not operable to read the content and 
the usage rule information, and 

the playback apparatus plays back the corresponding content directly from the distribution medium, when the 
25 authorization information indicates that moving the data set is not permitted. 

5. A semiconductor memory card used as a distribution medium in a distribution system, the distribution system 
including a distribution server for distributing a content via a network, a first receiving apparatus for receiving the 
content via the network and recording the content onto a distribution medium, a second receiving apparatus for 

30 receiving the content via the distribution medium and recording a copy of the content onto a recording medium, and 
a playback apparatus for receiving the copy of the content via the recording medium and playing back the received 
content, the semiconductor memory card comprising: 

a volume area, in which a content and usage rule information are recorded, the usage rule information includ- 
es ing control information controlling copying of the recorded content onto the recording medium, and authoriza- 
tion information showing whether moving the control information and the content to the second receiving 
apparatus is permitted. 

6. The semiconductor memory card of Claim 5, wherein the content includes encrypted audio data and a correspond- 
40 ing encryption key used to encrypt the encrypted audio data, and the volume area includes: 

a user data area that stores the encrypted audio data and can be accessed by a device connected to the sem- 
iconductor memory card regardless of whether the authenticity of the device has been recognized, and 

45 a protected area that stores the usage rule information and the encryption key and can only be accessed by a 

device connected to the semiconductor memory card when the authenticity of the device has been recognized. 

7. The semiconductor card of Claim 6, wherein the authorization information shows that moving the control informa- 
tion and content is permitted by indicating a number of permitted moves. 

50 

8. A first receiving apparatus in a distribution system, the distribution system including a distribution server for distrib- 
uting a content via a network, a first receiving apparatus for receiving the content via the network and recording the 
content onto a distribution medium, a second receiving apparatus for receiving the content via the distribution 
medium and recording a copy of the content onto a recording medium, and a playback apparatus for receiving the 

55 copy of the content via the recording medium and playing back the received content, and the first receiving appa- 
ratus comprising: 

a first receiving unit operable to receive via the network a data set including the content and control information 
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controlling copying of the content onto the recording medium, and hold the received data set; and 

a recording unit operable to generate authorization information showing whether moving the data set to 
ZSZZT"" " Pem]ne(i - and r6C0rd the con,ent ° nt0 a dis ™>ution mediuZgether with cc ° 

f ^ ^^rn^^ 

the distribution medium storing contents and corresponding usage rule information, and 

me usage rule information including control information controlling copying of a recorded Content onto thp 

the recetving apparatus comprising- 

reSda,: set? 6 ™'' 6 * ^ * the diStrbU,i0 " ^ via *>* and hold the 

thfdl S c m f ovi "9 unft °P^I« to read authorization information from the distribution medium and (a) move 
the data set from the distribution medium to the inside of the second receiving aooaratus «„rf £\ hn« ,1 
se^only when the read authorization information shows tha, moving the data T^^el ln* 

'mmmmm 

a first receiving step of receiving via the network a data set including the content and control information con 
trollmg copymg of the content onto the recording medium, and holding the received data set and 

a recording step of generating authorization information showing whether movinq the data set to m „ lh „ 
receding apparatus is permitted, and recording the content onto a «rt^Z2 togethe with co™ 

via a distribute medium, and recording copies of a received content ol^ZllZlZ 
the distribution medium storing contents and corresponding usage rule information, 

the usage rule information including control information controlling copying of a recorded content r,ntn ,h= 
record.ng medium, and authorization information showing whether mov^g a data ^^1^^ 
tent and control information to the receiving apparatus is permitted, and se "n<*"*ng a pared con- 

the receiving apparatus comprising: 

date stti" 9 °' reCeiVi " 9 dBta S6t tr ° m ,he diStribU,i0 " Sener via the — Elding the received 

l da c»H' m °.K n l S,6P . ° f readi " 9 authorizati °" information from the distribution medium and (a) movino the 
data set from the dstnbution medium to the inside of the second receiving apparatus ^MhMtoXZ 
set. only when the read authorization information shows that moving the date set is pel Jed • d 
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a check-out-step of performing check-out when the data set is held by one of the second receiving unit and the 
data set moving unit, check-out performed based on the control information in the held data set by generating 
a copy of the content included in the held data set and recording the copy onto the recording medium, the copy 
recorded onto the recording medium being supplied to the playback apparatus. 

5 

12. A receiving method applied by a first receiving apparatus in a distribution system, the distribution system including 
a distribution server for distributing a content via a network, a first receiving apparatus for receiving the content via 
the network and recording the content onto a distribution medium, a second receiving apparatus for receiving the 
content via the distribution medium and recording a copy of the content onto a recording medium, and a playback 
w apparatus for receiving the copy of the content via the recording medium and playing back the received content, 
and the receiving method comprising: 

a first receiving step of receiving via the network a data set including the content and control information con- 
trolling copying of the content onto the recording medium, and holding the received data set; and 
15 a recording step of generating authorization information showing whether moving the data set to another 

receiving apparatus is permitted, and recording the content onto a distribution medium together with corre- 
sponding usage rule information including (1) the authorization information, and (2) the control information 
included in the data set. 

so 13. A receiving method for recording a computer-readable program for receiving contents from a distribution server via 
the network, as well as receiving contents via a distribution medium, and recording copies of a received content 
onto a recording medium, 

the distribution medium storing contents and corresponding usage rule information, 
25 the usage rule information including control information controlling copying of a recorded content onto the 

recording medium, and authorization information showing whether moving a data set including a paired con- 
tent and control information to the receiving apparatus is permitted, and 
the receiving method comprising: 

a receiving step of receiving the data set from the distribution server via the network, and holding the received 
30 data set; 

a data set moving step of reading authorization information from the distribution medium, and (a) moving the 
data set from the distribution medium to the inside of the second receiving apparatus, and (b) holding the data 
set, only when the read authorization information shows that moving the data set is permitted; and 
a check-out step of performing check-out when the data set is held by one of the second receiving unit and the 
35 data set moving unit, check-out performed based on the control information in the held data set by generating 

a copy of the content included in the held data set and recording the copy onto the recording medium, the copy 
recorded onto the recording medium being supplied to the playback apparatus. 
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FIG. 2A 

RECORDING MEDIUM 




*NO ENCRYPTION KEY SO DEVICE HAVING THIS 
RECO R DING MEDIUM CANNOT PLAY BACK 
COPYRIGHTED MATERIAL 



FIG. 2B 
RECORDING MEDIUM 




>KHAS AN ENCRYPTION KEY, SO DEVICE HAVING THIS 
RECORDING MEDIUM CAN PLAY BACK COPYRIGHTED 
MATERIAL 

NO USAGE RULE.SO COPYRIGHTED MATERIAL CANNOT 
BE RECORDED TO ANOTHER RECORDING MEDIUM 



FIG. 2C 
RECORDING MEDIUM 



MR 



TEXT 



*HAS AN ENCRYPTION KEY. SO DEVICE HAVING THIS 
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